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FOR PARENTS



Presenter
Presentation Notes
Hello and welcome to the Safe and Secure Online presentation designed with parents in mind. Our goal is to help you learn how to keep your children and families safe on the Internet. Today we’ll be going over several real-life issues facing you and your children. Our intent is not to scare you away from the Internet, but rather to teach you how to enjoy it safely. 



CENTER FOR
CYBER SAFETY
AND EDUCATION

This presentation has been
created by the Center for Cyber
Safety and Education with the
help of the world’s leading |
cybersecurity professionals: the
certified global members of (ISC)?.
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Presentation Notes
The Center for Cyber Safety and Education has created this presentation free of charge to further its mission of empowering students, teachers and the general public to secure their online life with cyber security education and awareness programs. 
 
This presentation was created with the help of the world’s leading cybersecurity professionals: the certified members of (ISC)2 (pronounced ISC Squared).  Many, like you, are busy moms and dads with their own families to protect.
 
We’re going to start with some basic information to help you understand the cyber world and what your children are doing within it.  



UNDERSTANDING THE CYBER WORLD

* Most of us are Digital Immigrants.

e Qur children are Digital Natives.

e They are born into an interconnected world with
many hidden dangers.
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Many of us were not born into today’s cyber world meaning we’re “Digital Immigrants.” But, today’s generation are considered “Digital Natives” since they were born into an interconnected world. The Internet allows access to vast amounts of information where we can find nearly anything we can imagine. Unfortunately, the Internet has also created a platform for criminal activity and a place where people can pretend to be anyone they want.
 
There are a couple of key areas that we’ll be focusing on today including safe online interactions and device safety. But, let’s start with one of the most important messages to teach our families. 



UNDERSTANDING THE
CYBER WORLD

Kids need to
understand:

anything they share
online will stay online
FOREVER.
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Take the fact that nothing ever truly disappears from the Internet. 
 
Children need to understand that anything they share online will ALWAYS stay online. They may delete a post or take down a picture, but that doesn’t mean that it’s not being stored somewhere else or that someone didn’t take a screenshot before it was taken down. You may be thinking that your child would never post something inappropriate, but consider this: 



of children 8-14 use the
Internet in a way they know
their parents would not
approve.*

*Center for Cyber Safety and Education Children’s Internet Usage Study

Children (n=171),
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The Center for Cyber Safety and Education recently conducted a study of children in 4th through 8th grades and found that nearly 30% them are using the Internet in a way they know their parents would not approve. 
 
So what are children doing online that causes so much concern? 



Chatting and using webcams
with strangers

“Borrowing” parents’ credit
cards

Making poor decisions with
personal information
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Unfortunately, children are chatting and using webcams with strangers, staying up way too late online and making poor decisions that may last a lifetime. Many even “borrow” their parents credit cards to make purchases.  These situations can be avoided with parental awareness, communication, and guidance. 

There are positive ways for kids to use the Internet if done safely such as connecting on social media, playing online games, listening and downloading music and movies, sending and posting photos, and surfing the web. Online Safety training needs start at a young age. 



e Start safety training at a young
age.

* Do not wait to begin a dialogue
about downloading,
cyberbullying, identity theft
and more.

e Cyber safety skills should
become routine, like looking
both ways before crossing the
street.
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Many kids are given their first tablet or Internet connected device before they can fully comprehend the power in their hands. Many PC and tablet manufacturers market their products to kids as young as three years of age. 
 
It’s incredibly important to build a basic, yet solid foundation for cyber safety and continue to build on this foundation as they grow.  Like other topics you will discuss with your growing children, the sooner you start the dialogue the more comfortable and receptive your child will be to these types of conversations even through their teenage years. Don’t wait until they are using the Internet outside of your home to begin these conversations. 



e |t's up to parents,
guardians and
educators

 We should openly
share information
about what worked and
what didn’t.
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Its up to us, as parents and guardians, to make sure that kids understand basic safety and to set guidelines when participating in the online world. 

Being safe online should not be burdensome and should be a discussion that can take place around the dinner table, in the car or any place you converse as a family. Parents should share with other parents, caregivers and educators what worked and what didn’t when talking to their children about Internet safety. 



®)

JUST THE FACTS

ACCORDING TO THE CENTER
FOR CYBER SAFETY AND
EDUCATION CHILDREN’S
INTERNET USAGE STUDY:

Over 1/2

of the children surveyed are on the
Internet after 10pm on a school
night, not doing homework.

*Center for Cyber Safety and Education Children’s Internet Usage Study All children answering (n=166).
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To begin, let’s go over a few statistics from the Center’s latest research on what children are really doing online- straight from the children themselves. 

According to the research, over half of the children surveyed are on the internet after 10pm on a school night, not doing homework.



JUST THE FACTS

admit they were late
to school because of
being online late at
night.

Al children answering (n=171).
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Ten percent admit that they were late to school because of being online late at night



JUST THE FACTS.

missed school
because they were
too tired from being
online late.

All children answering (n=171).
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Five percent actually missed school because they were too tired from being online late.

So how are the children getting on the Internet so late? 



WHERE TO BEGIN?
ACCESS.

have their phone,
tablet or computer in
their room.

All children answering (n=171).
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Ninety percent have their phone, tablet or computer in their room. 
 
Clearly, it’s important to start setting up access controls within your home and on devices. 



SET UP SIMPLE
ACCESS CONTROLS

Regulate usage times—
especially at night.

Prevent usage in private.

If there must be a computer in
a bedroom, make sure the
screen faces the door.

Keep devices in a central
location.

Set up central charging
stations to keep all devices
together.
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Start with setting up controls around usage time. Prevent your kids from staying up all night or running to their rooms with their devices where they can surf privately away from watchful eyes. This can be as simple as setting up verbal ground rules and keeping the connected device in a central location. If your child must have a computer in their bedroom, make sure the screen is facing the door so you can see what they are doing. (ISC)² (pronounced ISC Squared) members suggest setting up a central charging station in your home so that all devices are together, charging, and not accessible for children to take to their bedrooms. This applies to cell phones, tablets and all connected devices. Not only will all the devices be charged for the next day, but you can be sure the kids will not be up late online. 
 
So what about are devices themselves?



TAKE ADVANTAGE OF BUILT-IN

ACCESS CONTROLS

Many devices come
with easy parental
controls...

USE THEM.
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Many devices come with parental controls already built-in that are easy to set-up but are often overlooked or ignored during the initial setup. Even your home Wi-Fi router has control options. Typically, these settings just require a few simple clicks to establish the level of control that you desire, such as access times and website category blocking. So you may be wondering why you should be blocking whole website categories. 



37%

of kids have accidentally
visited sites meant for

adults. ™

*Center for Cyber Safety and Education Children’s Internet Usage Study

e

9!

Children (n=171)
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Because 37% of children have accidently gone to websites meant for adults only. 



BUT... i’&n L“ i

500, n

are searching for those
sites on purpose, and
over half follow
through with the visit!*

e

9!

*Center for Cyber Safety and Education Children’s Internet Usage Study
Children (n=171)
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Worse, 20% are searching for these sites on purpose and over half are following through with visiting the site. 



TAKE ADVANTAGE OF BUILT-IN

ACCESS CONTROLS

e Many devices can be set up so a child’s
account cannot be used to download or
install apps without parental consent.

* Always set up device controls before giving it
to your child.
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Safe «~¢Secure Online’


Presenter
Presentation Notes
These simple built-in controls can even set up “non-administrative” accounts, which means the child’s account cannot be used to download or install apps without parental consent. We recommend that the parent or guardian set up a device prior to giving it to a child. This also serves as a great conversation starter and can be used to explain the dangers of downloading certain software and the risks of malware and viruses. 



Create all of your child’s online passwords for them and
require the child to have you input them before use of
online accounts or purchasing apps.

CHE'|

vy

(soy
Safe «~¢Secure Online’


Presenter
Presentation Notes
Lastly, for even more control, Create all of your child’s online passwords for them and require the child to have you input it before use of online accounts or purchasing apps.

Okay, now we’re ready to go online


SOCIAL MEDIA, NOT SOCIAL MAYHEM

LY EBVO

e (Can you name these apps? Your kids can.
e Many have age requirements, but it is easy for kids to lie.

e Infact, 30% of children lie about their age to get onto
Facebook—and many parents and grandparents help
them!”

e All data provided to a social network is stored, and, most
of the time, it is shared by default.

*Center for Cyber Safety and Education Children’s Internet Usage Study All children answering (n=171)
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Can you name all of these symbols or apps? 
 
Most of us are not only familiar with social media but we’re on it too! Although you may not be familiar with all of the icons shown here, these are important ones to know: Facebook, Twitter, Instagram, Vine and Snapchat. It is worth noting that Facebook is not as popular amongst kids as it once was, but it is still the most popular social media site, specifically with adults.  Many of these sites have age requirements, but it’s as simple as lying about your age to get in. In fact, 30% of children lie about their age to get onto Facebook. Worse many parents and grandparents are helping their children set-up accounts even when the child isn’t old enough to legally be on the site. 

All data provided to a social network is stored and, most of the time, shared by default. 



Y EBVO

e Ensure your child’s profile is set to Private. Go into
settings and adjust the default controls.

 Explain that what is posted on the internet is impossible
to remove.

e Make parental approval of social groups or networks part
of your child-parent Internet Contract.

e “Friend” or “follow” your kids so you can check in on
their social media activity.

(B}
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If your child is old enough and responsible enough to be on a site, ensure their profile is set to private. Go into settings and adjust the default controls.  Take time to explain that what is posted on the internet is impossible to remove, so never share things you don't want in public forever. A suggestion is to make it a rule in your home that parents must approve groups or social networks before your child can join them. 

We suggest having a child-parent Internet contract within your home that states their responsibilities in using the Internet which you provide. A sample of which you can find at SafeAndSecureOnline.org. Social Media should be part of this agreement. 
 
When your kids have friends over, you don’t leave them alone all day without checking on them. It’s the same concept with social media! Just pop in and take a look. Create a profile and friend them. You don’t have to post and embarrass them - just check in.



COMMUNICATION
IS THE KEY

Q, search

I. dn‘-mmwx\‘o spring break

. o o Q‘

LET YOUR KIDS KNOW:

Online activity and posts
could be available to
everyone including future
employers and colleges.

TM' g Laguna Beach, Califor

-

Social media should not
become a popularity contest.

Treat others the way they
want to be treated.
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Once your children are on social media, it’s important to communicate to them how they can keep themselves protected from strangers, and protected from their own activities at a later date!  Online activities can last for many years and posts on social networks can and will be available to future employers or colleges. Once on the Internet, it stays on the Internet. 

Social media can easily become a popularity contest and children will befriend simple acquaintances and even strangers to appear more popular. And, although this may go without saying, remind your children to treat others as they would like to be treated. For many, there is no difference between the online world and the offline world.



COMMUNICATION
IS THE KEY

LET YOUR KIDS KNOW:

e Stop and think before you

post. STOP
AND
e Never share your age, school, THINK!

address, phone number, last
name, vacation information,
or when parents are not
home.

* Never agree to meet a
stranger you met online.

(He)
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Here’s the really important thing about social media. Children need to be taught to simply stop and think before doing anything online. 

Let your kids know not to share any type of personal information online: this includes age, school, address, phone number and last name. You can compare it to meeting a stranger on the street. They wouldn’t freely tell a complete stranger on the street how to find them and there is no difference with strangers online! Even innocent things like posting about the last gifts purchased can encourage cybercrime. Teach children never post when and where you are going on vacation, or even when parents are out of the house. Also try to encourage the use of an avatar whenever possible on these sites- this means using a cartoon picture or graphic as profile pictures instead of their own. 

Children are easily misguided into believing they’ve made a real connection with a stranger online. Can you imagine your child getting up from the dinner table between dinner and dessert and never coming back? This has happened! A child went out her front door to meet an online friend and was taken right there. There are plenty of horror stories about children that made online friends, went and met them offline and were abducted. Predators will make them believe anything to convince them to send pictures, meet offline or participate in illegal activities. 

Even without sending pictures directly to a stranger, they can still determine where your children live, go to school and visit just from pictures alone unless you take precautions.  




A PICTURE CAN BE
WORTH MORE
THAN YOU KNOW

Posted photos can
reveal too many details. \

Do not post pictures
while still on vacation.

Criminals can use
geotagging against you
and your kids.
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Children simply love taking pictures and sharing pictures, just like adults! For many, it gives them a creative outlet and helps document their lives. Unfortunately, even the most innocent of intentions can give predators dangerous details. Posting pictures can reveal information such as home address, a car plate, school attended or parents’ names or jobs. Even street signs, school jersey/sweatshirts, posters, etc. in the background view of a picture can give a criminal information. This goes for you too, parents. Posting pictures while still on vacation lets a criminal know that you aren’t home. 

On top of pictures that plainly give away too much information, even trickier is the information that you may be giving away without knowing it through photo geotagging. Geotagging is where a picture taken with a smart device, such as a cell phone, tablet, camera or other device that has a location service, has the exact geographic coordinates of where the picture was taken. If a person posts or shares a picture that was geotag enabled, anyone viewing that picture can see the exact location of where that picture was taken – the address of the house, school or vacation spot where the child is located.

This can be turned off, but you need to be careful when doing so. 




A PICTURE CAN BE
WORTH MORE
THAN YOU KNOW PHONE SETTINGS

 Only deactivate
geolocation from
pictures. Leave other
geolocation apps and 3 conTRoL CENTER
services in place. D s

e Check with your " PHOTO ALBUMS
cellphone provider for
instructions on how you
can change the settings
on your specific device.
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Because many location services can also tell a parent where their child is located according to their device; you should only deactivate geolocation from pictures. Leave other geolocation apps and services in place so you can locate your device or the person using it in an emergency. Check with your cellphone provider for instructions on how you can change the settings on your specific device.   

Another very serious matter when it comes to children and pictures is sexting. 



Talk to your kids about taking and sharing * Using a picture messaging
sexually explicit photos. app does not mean the

photo will really
disappear within seconds.

 Take a screen shot with
your phone of a picture
message so your child can
see: nothing is truly
secret or deleted once it
is sent.
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Children are taking what most of us would call sexually explicit pictures and sending them through text messages and picture apps under the impression that once the intended recipient looks at it the photo will disappear within a few seconds. However, these apps do not stop a person from simply taking a screenshot of the message. That picture will then remain on the recipients phone which they can then continue to share with others. 

You can demonstrate taking a screen shot with your phone of a regular picture message for your children.  Nothing is truly secret or deleted once it is sent.  
 
This issue reaches further than self respect, there are legal implications of sexting. Children that have sexually explicit photos of other children on their phone can still be charged with child pornography. Make it clear, beyond a shadow of a doubt, that once it is on the internet it is there forever with the very real ability to permanently affect their future, reputation, and relationships. 

Sexting can even lead to another very serious issue that is becoming prevalent online. 



Cyberbullying can happen anywhere hurtful or offensive
comments or photos can be sent or posted.
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Cyberbullying can happen on phones, on social media, on games, blogs, anywhere hurtful or offensive comments and photos can be sent or posted. 

Bullying in schools or on the playground is something that nearly all of us have witnessed at some point in our lives. But can you imagine being bullied at school and the bully following you all the way home and then straight into your house? That’s what children are facing these days. The bullying doesn’t stop when they walk through their front door. 



CYBERBULLYING

e Children, particularly
teens, may not have the
same sense of value for
their life as adults.

Mrs. Janet's English Class

e Teach your kids to
confide in you and
report any cyberbullying
immediately.
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Children, particularly teens, may not have the same sense of value for their life as adults. They live and sometimes die because of what and/or how they are perceived by their peers. Although cyberbullying is becoming pervasive, there is little tolerance for cyberbullying in society. Teach them to confide in you or other responsible adults in their lives when they are a victim or when they know someone is being victimized. Report any cyberbullying immediately! 



CYBERBULLYING

 Anonymity is not an
excuse to say anything
you would not say
directly to a person's
face.

CYBERBULLYING

e Teach them how to
report an inappropriate
ID online, and block that
ID from future
interaction.
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Teach them how to report an inappropriate ID online depending on the site and block that ID from future interaction. It can also be noted that the children your child interacts with online could take the same action, so ensure they are not using anonymity as an excuse to say anything they would not say directly to a person's face. 



Explain how further steps
can be taken to involve
police if the person
continues inappropriate
online activities.

Save the
texts/posts/emails. Don't
reply to them and don't
delete them.

Go to the authorities.
Children need to know the
law protects them.

CYBERBULLYING
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Explain how further steps can be taken to involve police if the person continues inappropriate online activities. Communication is critical to boost their confidence if they face a cyberbullying situation. If they are victims, give them the confidence to feel supported by you and ask for help in the school or with authorities. Save the texts/posts/emails. Don't reply to them and don't delete them. Children need to know the law protects them and they need not fear their own individualism.  



CYBERBULLYING

Anger, depression, or
frustration after using any
devices.

Stops using devices
unexpectedly.

Stops accessing social media
sites, apps, or games.

Uneasy about going to school.
Abnormally withdrawn from

usual friends and family
members.
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Here are a few signs that your child may be the victim of cyberbullying. 

Anger, depression, or frustration after using any devices
Stops using devices unexpectedly
Stops accessing social media sites, apps, or games
Uneasy about going to school
Abnormally withdrawn from usual friends and family members

Bullying isn’t the only thing evolving with the advent of the Internet, gaming has been changing as well. 



THIS IS NOT WHAT TODAY’S KIDS
CONSIDER “GAMING.”
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Does anyone remember when this was considered “gaming?” 

This is not what the kids consider “gaming” anymore.




ALNTS (WY i+ |

MATURE 17+
®

COMTENT RATED BY
ESRB

(He)
Safe «~¢Secure Online’


Presenter
Presentation Notes
This is what gaming is now. It’s violence. It’s nudity. It’s prostitution. And now its ONLINE with strangers. 



GAMING

50%

of all children are
playing violent
games.*

*Center for Cyber Safety and Education Children’s Internet Usage Study Children (n=170)
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The study by the Center for Cyber Safety and Education found that 50% of all children surveyed are playing violent games. 



GAMING

e They can be played online
with nearly any device.

e Ability for social
networking or micro-
transactions for in-game
currency.
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Video gaming has come a long way since the arcades we used to know and the simple games on our very first cell phones. Kids can play games on pretty much any device anywhere. Nearly every game available today comes with some online functionality whether it is social networking or micro-transactions for in-game currency. Now more than ever gaming can become habit-forming, leading to long usage times and putting kids at risk to cyber threats.



* Encourage kids to set up private chats with trusted friends.

e Institute a time limit for game playing.

e Know the ESRB rating system. It’s similar to movie ratings.

EARLYGHILDHOOD

®

&

EVERYONE

EVERYONE 10+

T E E N |l MATURE 174+]

ADULTS ONLY 18+ (| RATING PENDING
& .1

R

CONTENT RATED EY | CONTENT RATED BY
ESREB
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It is very important that parents keep a time limit on gaming to ensure children’s safety in these online gaming communities. One of the most important things related to gaming is the ESRB rating system. Much like the movie ratings, such as R, NC-17, and PG-13, the video game industry has a rating system for games conducted by the Entertainment Software Rating Board (the ESRB), which is a self-regulatory organization that assigns age and content ratings, enforces industry-adopted advertising guidelines, and ensures responsible online privacy principles for computer and video games in the United States, Canada, and Mexico. Many of today’s games can be very violent and have strong sexual content. It is imperative that parents and educators pay close attention to the ESRB ratings that are displayed on games to ensure that the subject matter is appropriate for the child’s age. These ratings also carry over to smart phones and tablets.  



GAMING

Warning: a popular game with a Teen rating may
have a very adult-oriented community of
players. These ratings also carry over to smart
phones and tablets.
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There is a caveat; these ratings do not take into account the community of players for each game. For example: A very popular game with a Teen rating based on its content may have a very adult-oriented community of players with conversations that may be inappropriate for children. 



GAMING

Restrictions can be implemented in
the app store to prevent kids from
downloading apps past a certain
rating.

Be vigilant: many app developers
build games that allow kids to
spend real money for game perks
or game currency.

App restrictions protect not only
the child, but they also prevent
them from racking up credit card
charges.
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Today’s tablets and smartphones are so powerful that they can run games similar to those played on PCs and game consoles. These include 17+ rated games with violent and sexual material. Restrictions can be implemented in the app store to prevent kids from downloading apps past a certain rating, or you could prevent your child from downloading these apps without parental consent. Parents need to be vigilant as many app developers build games that allow kids to spend real money for game perks or game currency. A game may be marketed as free but they tempt users with secret passages or additional lives that will make the game easier…all for a price. A young child may download one of these games and rack up a huge bill without even knowing they have done so. In this case, app restrictions protect not only the child but also prevents them from racking up credit card charges. 



Coach your kids to keep online chat
conversations relevant to the game.

e Do not provide personal, private or secure
information.

 Many of these social features can be turned off.

d
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Let’s coach our kids on how to safely participate in the online gaming communities by keeping conversations relevant to the game and avoid providing personal information or falling victim to a criminal or predator.  
It is also important that children understand what social engineering is and that people aren’t always who they say they are, especially online. Not only should they not provide personal information but they need to know not to provide their passwords or credit card numbers for in-game items. Many of these social features can be turned off. One tip is to encourage kids to set up private chats (Google hangouts, Skype, etc.) with their known contacts. This is often more fun and safe because all of their friends can interact in real time

Games are certainly not the only way for your children to be chatting with strangers online. 



CHATROOMS

—
Many chatrooms also have
webcam features.
| \
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There are specific sites just for chatting called Chatrooms. These are often not a great place for children to visit and can be breeding grounds for offensive language, sexual content and predators. . They’re available in apps, on computer internet browsers and in-game.  Most chatrooms thrive on the fact that everyone can remain anonymous and participants can, and do, say whatever they want to whomever they want. Many chatroom sites also have webcam features.



CHATROOMS

e Children—especially older children—are drawn to the anonymity.

e “Stranger Danger” also applies to chatrooms.

s ot okt o

You're so funny!

v w

YES!I!

I'd love to meet you!
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Chatrooms can have either virtual public rooms or virtual private rooms where just two can talk and video chat. You can understand the appeal with older children especially. The fact that they can talk to someone else about their opinions and feelings while remaining anonymous and worry-free about their friends’ or classmates’ reactions can be a relieving outlet. They can talk to anyone in the world about anything - their interests, hobbies, aspirations or problems. Maybe they are talking to another teenager in another country, but maybe they are talking to an adult that is pretending to be another teenager in another country. 
Just like “stranger danger” on the street, we must let our children know that everyone is not who they say they are and there are some bad people, even in the cyber world. Chatrooms that encourage talking to people you already know are not very common. 



tpdrdregin

CHATROOMS ‘ A0

21%

of children visited
chatrooms where they
can talk to strangers.*

Children (n=170)
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Per the Center for Cyber Safety and Educations study, 21% of children visited chatrooms where they can talk to strangers.



25%

of children have given
a stranger their
phone number.*

HERE’S MY PHONE #
(123)-555-4567

*Center for Cyber Safety and Education Children’s Internet Usage Study
All children (n=170).
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Let’s go over some numbers to show you what's really going on out there when it comes to our children talking to strangers online.  While these numbers are not limited to chatroom interaction solely, many apps, games, and websites feature chat programs as part of their online social features. 



ONE-OUT-
OF-FIVE

actually spoke with a
stranger.*

*Center for Cyber Safety and Education Children’s Internet Usage Study
All children (n=170).
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One out of five actually spoke with a stranger 



1/10

ONE-OUT-
OF-TEN

met a stranger In
person.*

*Center for Cyber Safety and Education Children’s Internet Usage Study
All children (n=170).
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And 1 out of 10 MET a stranger in person. 



CHATROOMS

e Parents are usually

unaware of the
behavior.*

o1

*Center for Cyber Safety and Education Children’s Internet Usage Study
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One of the most unfortunate aspects is that parents are unaware. 



IF YOUR CHILDREN VISIT
CHATROOMS, THEY SHOULD:

Welcome to the Chatroom.

* Remain anonymous.

* Choose an alias that does not ~ GOODBYE!
give away their name or
location.

User has signed off.

e Sign out if the topic turnsto a
sensitive issue like sex and
drugs.

 Never follow a stranger’s
instructions, send photos or
download content.
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If your children visit chatrooms, they need to remain anonymous and not provide any personal details. They should choose an alias that doesn't give away their real name and doesn’t reveal their physical location. If the topic turns to a sensitive issue (e.g. drugs, sex), tell them to just sign out.
 
Teach your children never to follow an online stranger’s instructions, send photos (good or bad) or download content from anyone. 



CREATING SAFE PASSWORDS

How can you make passwords easy
to remember, but still secure?

Make it a phrase, a saying or even
lyrics from a song.

Put all the letters and numbers
together; then simply exchange
some letters to make it safe and
secure.
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We know how tough it is in today’s cyber world. It seems like every day you hear of another company or bank being hacked. People are hacked everyday too; often, it is due to a poor password. We all have dozens of passwords to remember and the minimum requirements are getting bigger. Passwords used to be just that - a word; and often with only four characters. Now sites and apps require you to have 12 or more characters with numbers, capital letters and symbols. 
 
These password requirements are not going to get shorter or easier so you might want to get ahead of the game. Ever wonder how you can possibly remember all of these passwords while still making them secure? 
 
Make each password a phrase, a saying or even lyrics from a song. Just put all the letters and numbers together and then simply exchange some letters to make it safe and secure.  You are on your way to a new “password.”  
 



CREATING SAFE PASSWORDS

SafeandSecureOnline
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Take Safe and Secure Online for example. 
 
All that is needed is to change out some of the letters for numbers and symbols. Here are some common ones that are easy to remember:
 
Use the money symbol, instead of the letter “S,” which is an S with a vertical line through it.
 
Let’s start with replacing the S in Safe and Secure Online with the money symbol. 



CREATING SAFE PASSWORDS

EafeandgecureOnline

SafeandSecureOnline
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So now we have this. 
 
Next, let’s use the “at” symbol, instead of the letter “a,” which also looks like a the letter a with a circle around it.



CREATING SAFE PASSWORDS

SafeandﬁecureOnIine

S@fe@ndSecureOnline

o
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We have a much more secure password at this point, but we can take it a step further and use the number three, instead of the letter “E,” which looks like a backwards E. 



CREATING SAFE PASSWORDS

S_afe_andecurEOnling

S@f3@ndS3cur3Onlin3

o
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And so finally, this is what you get. A password that is both Safe and Secure while easy to remember: over 12 characters with a combination of numbers and symbols. 

Keep in mind this is just an example of one of the ways that you can make a password more secure.  The goal here is to mix and match letters, numbers, and symbols to create stronger passwords than letters would be alone. 


CREATING SAFE
PASSWORDS

P@SSWORD T!P:

e Use passwords on
password lock screens for all
. mobile devices and
computers.
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Teach your kids to have fun creating passwords and making them as secure as possible. Remember never to share your passwords and teach your children the same. 
Use passwords on lock screens for all mobile devices and computers. 

Now that you’ve safely entered the cyber world, be careful what you let your children download into your world. 



THE DOWNLOAD ON DOWNLOADS

e Speak to your children about
the risks of downloading.

e Make sure your antivirus
software is updated.
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An open discussion with your kids regarding potential downloads can assist in protecting your system from inadvertent malware installation. It can ensure children are not exposed to unsuitable content as well as protect a family from potential legal issues should the content be protected or illegally shared. 
 
Updated antivirus software should help to ensure that downloaded software is not malware or have embedded malware

Only parents should have the ability to install software on shared computers/devices. The best way to accomplish this is to ensure that your child is logged into the computer/device with an account that does not have the ability to install (or is prompted to install) programs or apps. Again, remember those settings we discussed earlier that many people bypass? Set up devices for your children and utilize child protections.  



THE DOWNLOAD ON

DOWNLOADS

Downloading games from app
stores should be restricted until
the child is old enough to make
this decision.

Before handing a phone to your
child, make sure they do not have
the ability or password to install
applications.

Older children should be given
information about malware and
why it's dangerous to download
random things on the Internet.
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Children ask parents if they can buy things at a store when shopping. Even if something is free, a parent should always be the one to make the decision for the child. The internet is no different. Children should always make their needs known, and the parent should make the decision to download or not. This is another great point for the Child Parent Online Agreement in your home. 
 
Downloading games from app stores should be restricted until the child is old enough to make this decision. Before handing a cellphone to your child, make sure they do not have the ability/password to install applications. This could be unwise and unexpectedly cost you money. Keep in mind that many apps may be free to download, but in-game purchases are just a click away. Younger children should be taught to ask permission to download or install anything as they may not even realize that it’s ‘real’ money they are spending. Older children should be given information about malware and why it's dangerous to download random things on the internet.

Speaking of malware, do you really know what malware is? Lets find out. 
 



KNOW YOUR MALICIOUS
FROM YOUR SUSPICIOUS.

WORM VIRUS TROJAN HORSE PHISHING

o
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To know what we’re up against, we need to start with the basics. Let’s begin with a few terms. 
 
Malware – Malicious software designed to gain access to your computer
Viruses, Worms, Trojans - Harmful computer programs designed to spread themselves from one computer to another through the internet. Most commonly, they are designed to give the criminals who create them some sort of access to those computers or steal personal information.
Phishing- This is an attempt from a criminal to steal your financial or personal information by pretending to be someone else and trick you into clicking a malicious link or open a malicious attachment. 
Downloads, attachments and unsafe websites are popular ways for your computer to get infected or for you to get tricked. 

Let’s review some basic precautions.
 



BASIC PRECAUTIONS

Always start with antivirus software—
but keep it updated!

Always update your programs to
protect yourself from hackers.

UPDATE!

Involve your children in the process so
they understand what is protecting
them and why.
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Always start with an antivirus. You can access good and free antivirus software or you can pay for one. Some of the free antivirus software may not have as many advanced features as the paid ones but are still a good option for malware protection. 
 
Your antivirus software is only as good as you allow it to be - you’ve got to keep it updated. Programs on your computer, especially your antivirus, need to be updated regularly. What does an update do? Every time a hacker finds a weak spot, the company sends out a patch to repair the hole. Updates can also install new features or fix simple bugs. In most cases, you can set the antivirus software to retrieve the updates automatically. Set your system for these automatic updates so you don’t create extended periods of potential vulnerability.



BASIC
PRECAUTIONS

“Antivirus software is the
moat that protects our
castle.”
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 When uploading antivirus or other security software and/or updating them, involve your children so they understand what is protecting them when they are online. It may be a good idea to correlate this to a story or situation smaller children can understand such as a moat protecting a castle. Your computer is a castle and antivirus software is the moat. The moat is protecting your castle against the bad guys. 



BASIC PRECAUTIONS

e Also teach them to pay attention
to warnings about a site’s safety
or expired certificate. These
warnings mean—NO VISITORS

ALLOWED!

Both your Internet browser and
operating system should be
updated regularly.
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Teach them that that they should not continue to a site when a warning pops up about its safety or expired certificate. These warnings mean – NO VISITORS ALLOWED! 
Updating the operating system on your computer or mobile device is important. If you surf the Internet, you use a browser; it might be Google Chrome, Mozilla Firefox, Apple Safari, or Microsoft Internet Explorer or Edge. Both your internet browser and operating system should be updated regularly.



e |fit’stoo good to be true, it
probably is.

e Phishing emails—emails from
someone pretending to be
someone else—are a common
form of scam.
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Scams are no different than they were “back in the day” - they’re just online and getting trickier to catch. Always remember, if it’s too good to be true, it probably is. 
Phishing emails are unfortunately prevalent. These are those emails that you get from someone pretending to be someone else; or from a company asking you to do something like click a link to reset a password or open an attachment that you need to view. Sometimes we’re lucky and our spam filters catch them; other times we’re not so lucky. 



e Teach your kids how to e e e
recognize phishing emails.

@

e Be cautious of attachments
and links from any email.
Always get confirmation
from the sender first.
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Parents should point out the signs of phishing emails: unknown senders, strange attachments/links, scare tactics. Most important, never click on links or attachments unless you were expecting it.  Hover over the link with your mouse curser, but do not click. Does the URL that is appearing match the URL that you are seeing? Did you expect this email?  
 
Simply put: Do not trust attachments or links from ANY email. Always get confirmation from the sender they sent you the email with the attachment or link by either a phone call, text message or in person. Don't click on or open emails when you do not recognize the sender. Delete them! Parents and their children should never ever click on a link from someone or from somewhere that they've never dealt with. Example: If you've never given the postal service or delivery company your email, why would you click the link for "information" on a shipment from them? This is especially true if you've not bought anything for shipping in the first place. Don’t let your curiosity get the best of you!



BACK UP YOUR DATA!

This is extremely important—but, easy to do.

e Simply use an external
portable storage device or

) BACKING UP DATA...
cloud services.

e Backup your data daily or o
Weekly_ HARD DRIVE

1T
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Just one more thing to go over. Back-up your data! Computers crash and phones and devices break and get lost. Simply use an external portable storage device or cloud services to back-up everything important to you. If your child does stumble across something and makes a mistake infecting your computer, you’ll still have your important family photos and documents backed up externally. 



RECAP: TOP TIPS

e Start Early and Keep

Talking

* Respect Age Ratings
e Teach Passwords and

Privacy

e Use Access Controls
* Protect Identity and

Location

Explain Sexting and
Consequences
Protect, Update, and
Backup

Know the Signs of
Cyberbullying
Monitor and
Communicate

(B}
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Visit
SafeAndSecureOnline.org
often.

It’s your go-to source for the latest Internet safety information.

© 2016 Center for Cyber Safety and Education, a 501(c)(3) segregated fund of (I1SC)?, Inc. Permission granted to reproduce for personal and

educational use only. Commercial copying, hiring, lending is prohibited.
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Thank you for being here today! I hope this presentation ends up being helpful in your everyday lives. Does anyone have questions?

For more information on how to protect your family online, please visit www.SafeandSecureOnline.org. 
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