Creating an Account in Login.gov and Verifying Credentials in OKTA

In support of the A1\Air Force requirement for non-CAC access and utilization of Air Force
services. This document outlines the appropriate courses of action to register for non-CAC
access to MyVector.

Prerequisites:

You must have access to a cell phone to complete the actions below. We recommend you
have access to a computer and a cell phone for the individual steps. The process requires
you to create an account in login.gov, download OKTA Verify software, use your cell phone
to verify your information, then access MyVector with username and password.

Registration for Non-CAC holders

Registration Process for users with-out a Common Access Card (CAC). The process
requires you to create an account in login.gov, download OKTA Verify software, use your
cell phone to verify your information, then access MyVector with username and password.

Instructions for Login.gov
Step 1. Go to Login.gov Follow registration steps outlined below or the on-screen prompts
If you have any issues or questions, contact login.gov 24/7 help desk at (844) 875-6446

Step 2. Select “Create an account”

Step 3. Enter your email address and select your language. Make sure to review the Rules
of Use and check the box before Selecting “Submit.”
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https://af.okta.mil/sso/idps/0oa2ssfr7cavJRDe90k6
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Create your account

Enter your email address

[

Select your email language preference
Login.gov allows you to receive your email communication in
English, Spanish or French.

© English (default)

O Espanol I

O Francais

| read and accept the Login.gov Rules of Use

Cancel

Security Practices and Privacy Act Statement 3

Privacy Act Statement 3
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Step 4. Login.Gov will then send a verification email to your email account.
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Check your email

We sent an email to with a link
to confirm your email address. Follow the Link to continue
p] creating your account. C

Didn't receive an email? Besend
Or. use a different email address

You can close this window if you're done.




Step 5. Select on the “Confirm email address” link from your email
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Confirm your email

Thanks for submitting your email dddress. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address |

https://secure.login.gov/sign_up/email/confirm?_request_id=c699276b-f2f3-
4983-8c02-09f4883c8074&confirmation_token=b8eYr_QYynTGxPF2fq1K

Please do not reply to this message. If you need help, visit www.login.gov/help

Step 6. Login.Gov will then ask you to create a password of at least 12 characters. Select

“Continue” when you are satisfied with your password.
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Step 7. Login.Gov requires two-factor authentication. Select Authentication application
and select “Continue”

Authentication method setup

Add another layer of securnity by selecting a muslti-Tactor
authenticaton method, We recommand you select at least ()
two different options in cose you lose one of your mathods,

- & Security key

A physical device, oftan shaped like a USB
drive, that you plug in (o your device.

(- E Government employee ID
PIV/CAC cards for governmant and military
employees. Desktop only.

[~} B Authentication application

Download or use an authentication app of I
your chaice to generate secura codes

I Q{_‘J Text or voice message
Receive a secure code by (SMS) text or

phone call.

= $ Backup codes
A& list of 10 codes you can print or save to

your devica. When you use the last code,
wa will genarate a new list. Keep in mind
backup codes are aasy to lose

Step 8. Install Okta Verify on your phone by going to the Google Play or Apple App store.
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Step 9. Open OKTA app on your phone, Click on the plus sign.
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Step 10. Choose account type, select Organization.
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€« Add account

Choose account type

Choose the type of account you would like to
add

&] QOrganization
hool, company

Work
¢ l
Other

factor authentication code for third pa
prvices

Step 11. Next screen Do you have your QR code? Select ‘Yes, ready to Scan”.
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Do you have your QR code?
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Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

No, sign in instead J
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Yes, ready to scan I




Step 12. Enter nickname Scan the QR barcode from your screen, enter temporary code
from your OKTA app and “Submit.”
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Add an authentication app

Set up an authentication app to sign in using temporary
Vhiat is an auth cation app? =3

security codes.

P Give it anickname
T wou add mores than one app. You'll know which one is
which.

> Open your authentication app

) Scan this QR barcode with your app

Sample only do
not use this QR
barcode
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okta Verify

Or enter this code manually into your authentication app
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T Copy

&> Enter the temporary code from your app

Example: 123456

Launch dashboard &

Login.gov

729018

El Remember this browser
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Choose another option

Step 13. You have now added OKTA to your Login.Gov account. Choose “Skip for now”.
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@ An authentication app was added to your account.

o=

o

You've added your first
authentication method! Add a
second method as a backup.

Adding another authentication method prevents you from
getting locked out of your account if you lose one of your
methods.

Add another method

Skip for now I

S General Services Administrationz | @ Language A Helpz Contact Privacy & security 2




Identity Verification

Step 14. Select ‘Continue”, note what you will need to get started.
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Getting started Werify your ID Verify your “erify phone or Secure your
information address account

Get started verifying vour identity

Adr Force Identity Management Solution (Okta.mil) needs to
make sure you are you — not someone pretending to be you.

You will need your:

&P State-issuedID

Your ID cannot be expired.

€& Sccial Security number

You will not need the card with you.

€© Phone number OR home address

= VWerify by phone: We'll call or text yvour phone number.
This takes a few minutes.

= Werify by mail: We’'ll mail a letter to yvour home
address. This takes about 3 to 7 business days.

Learn more about verifying by phone or mail &3

Step 15. Check the Secure your account and “Select Continue”.

al website of the United States government re's how wou know ~
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Getting started Werify your ID Werity your WVerify phone or Secure your
information address account

How verifving vour identity works

Identity verification happens in two parts:

Werify your identity

wWe'll ask for yvour personal information to verify your identity
against public records.

Secure your account

wWe'll encrypt yvour account with your password. Encryption
means your data is protected and only yvou will be able to
access or change your information.

By checking this box, you are letting Login.gowv ask for, use,
keep,. and share yvour personal infTormation. We will use it to
werify yvour identity.

Learn more about our privacy and security measures 5

Cancel



Step 16. Enter your cell phone number and Select “Send Link”.

How would you like to add yvour ID?

wWe'll collect information about yvou by reading your
state-issued ID.

Use vour phone to take photos

You won't have to sign in again, and you'll
switch back to this computer after you take
photos. Your mobile phone must have a camera
and a web browser.

Phone number

& <
| seraue: ¥ '

I:I Continue on this computer

== Don't have a phone? Upload photos of your ID
from this computer.

[ Upload photos ]

Cancel

Step 17. Do not close this window, continue to step 18.

Getting started Verify your ID Verify your Werify phone or
rformation address

Do not close this window.
The next step will load automatically.

We sent a message to your phone

You entered: (JIEEG
@ Please check your phone and follow
b} instructions to take a photo of your <

state-issued ID.

Back




Step 18. Click on link from text message sent to your phone.

2:58 PM

Login.gov: https://idp.int
.dentitysandbox.gov/verify
/documents?document
-capture-session=
35d650a8-23f0-4ef9-b3eb6
-d7b2dfd8822d&request

id=9295cd8e-a7a8-48f1
-ad91-a5f676fbc50c You're
verifying your identity to
access A1 SandBox test.
Take a photo of your ID to
continue.

2:58 PM

@ @&

Text message ® ¢

Step 19. Follow directions on phone to upload your State-issued ID.

Government

Agency Marme
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Getting starved Werify your 1D Verify yvour

Infoermation

You're using Login.gov to verify your
identity for access to Al SandBox test and
its services.

ONLY ADD YOUR ID IF:

= You are using your own Login.gow
account

= You asked Login.gov to verify your ID
using your phone

= You are trying to access A1 SandBox
test services

Add yvour state-issued ID

We'll collect information about you by reading your
state-issued ID. We use this information to verify
your identity.

For best results:
= Use a dark background
= Take the photo on a flat surface
= Do nmot use the flash on your camera

Front of vour ID

Add your state-issued ID

we'll collect information about vou by reading yvour
state-issued ID. We use this information to verify
vour identity.

For best results:
= Use a dark background
= Take the photo on a flat surface
= Do not use the flash on your camera

Front of your ID

FRONT

Take photo or Uplecad photo

Back of your ID

BACK
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Step 20. Select “Submit” when photos have been uploaded.

Retake photofor Upload photo

Having trouble? Here's what you can do:

More tips for adding photos of your ID 3

Step 21. Wait for images to process, when complete switch back to your computer to

finish verifying your identity.

)

Government
D LOGIN.GOV Agancy Nama
Placsholder
Getling started Verify your ID Verily your
information

We are processing your images

This might take up to a minute. We'll load the next
step automatically when it's done.

Thanks for your patiencel

@ Language ~

Mz Helpm Contactm  Privacy & security @

Govemment

DLOGIN.GOV Agency Name
Placeholder
Getting started Varify your ID Warify your
information

@ We verified your ID

Switch back to your computer to
finish verifying your identity.

-]

@ Language ~

a ¥ Help® Contact® Privacy & security @
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Step 22. Enter your Social Security Number and Select “Continue”

An official webs f the United States government Here’s how you know ~
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Getting started Verify your ID Verify your Verify phone o Secure your
information address account

Enter your Social Security number

We need your Social Security number to verify your name,
date of birth and address. Learn more about how we protect
your sensitive information &

Social Security number
Example: 123-45-6789

[J Show Social Security number

Cancel

General Services Ad ionz | @ Language A Helpz Contactm

4
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Getting started Verify your ID Verify your
information

Verify your information

First name:
Last name:

Address line 1 Update
Address line 2:

City: SAN ANTONIO

State: TX

ZIP Code:

Social Security number: 0**-**.***g Update

[ Show Social Security number

Cancel



Step 24. Enter your phone number, select text or phone call, select “Send code”

DLoGIN.Gov % A
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Getting started Verify your ID Verify your Verify phone or Secure your
nformation address account

& We verified your information

Verify your phone number

We'll check this number with records and send you a one-time
code. This is to help verify your identity.

Enter a phone number that is:

= Based in the United States (including U.S. territories)
= Your primary number (the one you use the most often)

Learn more about what phone number to use &

Phone number

= - (910) < |

How should we send a code?

If you entered a landline above, please select “Phone call”
below.

© Text message (SMS) QO Phone call

< )

If you receive an error stating your phone number didn’t match the one on file:

Your name must be on the phone bill for the phone number you use. If not, you cannot
verify or create an account online. You must verify by mail. Select verify by mail option.
Login.gov will send a letter within 5-7 business days. You have 30 days to use the 10-digit
code provided in the letter to create/verify your account. You must know your email
address and password. The letter provides instructions on what to do.

If the system can’t verify your email or phone number:

If you know your email and phone but it can’t be verified by the system, you can request a
delete and reactivation of them. Login to login.gov and search on delete account. They
will delete your email, password, and phone number associated with account. This takes
24 hours to do, you will receive 2 emails one immediately and the other 24 hours later.
You can reuse the email after the 24 hours and upon receipt of second email with
instructions.
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Step 25. Enter your one-time code (expires in 10 minutes) and hit “Submit”
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O

Verify phomne or
address

Enter yvour one-time code

We sent a text ([SMS) with a one-time code to +1 IR
N T his code will expire in 10 minutes.

One-time code

@ Send ancother code

Entered the wrong phone number?
Use angther phone number

Cancel

Step 26. Re-Enter your Login.gov password, select “Continue”

An official website of the United States government Here’s how yvou know -~
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information address account

& We verified your phone number

Re-enter your Login.gov password
to protect your data

When you re-enter your password, Login.gov will protect the
information you've given us, so that only you can access it.

Read more about how Login.gov protects your personal
information &

Password
[ Show password Forgot password?
Your verified information 3=

T < )

Cancel



Step 27. Select “Continue”

& We secured your verified information

Save your personal key

Your personal key was generated on May 25, 2023 at 12:20 PM

D Copy » Download (text file) # Print

What is a personal key?

You need your personal key if you forget your password.
Heep it safe and don't share it with anyone.

If you reset your password without your personal key:
= You'll lose access to your account
= You'll need to verify your identity again

[ Please check this box to continue.

Step 28. Select “Agree and Continue”

Connect your verified
information to Air Force Identity
Management Solution (Okta.mil)

Air Force Identity Management Solution (Okta.mil) needs
to know who you are to connect your account. We'll share
this information with Air Force Identity Management
Solution (Oktamill:

@ Fullname

@ Mailing address

@ Phone number

@ Email address

@ Date of birth

@ Social Security number
[t e ]

@ Updatedon

May 25, 2023 at 5:20 PM

Add a second authenticats thod, You will have to

delete your account and start over if you lose your only
authentication method.

Agree and continue
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Instructions for Okta Verify

Once you have completed Login.Gov Identity Verification, you will be taken to Okta Verify.
If you have any issues or questions, contact the Al Service desk at 800-525-0102, option

6 or email aldta.al.sd@us.af.mil

Note: If you receive an expiration error logging into Okta after completing the Identity
Verification, please go to this link and log back in with your Login.gov credentials. Okta

Registration (Login.gov)

Step 30. Setup Okta Verify for Okta Login. Click Setup

Set up required

e Okta Verify

16
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Step 31. Open the Okta Verify App on your smart device

Set up Okta Verify

@

Scan The on-screen bar code.

You have successfully configured non-CAC access

v - o x

| W Conhgure CRM Mobde - &1-IM5 3 | [
1€ C @ 16gbuddcdS.execute-apius-gov-west-1.amazonaws.com/Frod/Mobile7iss = https%3 A e« B0 :
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ou are now ready for the A1 Mabile Experience on your own mobile device 0

Mobile Login first steps. A new experience, from
your mobile device!

I3 With your mobile device go to an A1 App
) Envter your usemane (- o1 il
== Click the biue Next buttcn
(0 Ciick the blue Sand button

(BT Ciick the “Yes, its's me” button fram Okta Verly

Keep track of the username as this will be your username used for logging into the
MyVector.
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